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EMC

where information lives®

Compliance
A Tens of thousands of regulations worldwide
A A growing global issue

IT Costs/Time
A Dis-integrated solutions

Changing Roles and Mandates
A Information Management, Records
Management, and eDiscovery colliding

Securing Corporate Data
A Protecting your informationd and your
Image
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Redefining What You Truly Need o%immal EMC:

where information lives®

Simple retention management is what most
organizations are capable of implementing today
I Majority of organizations have retention rules
I Rules may or may not be implemented across the board

Two eDiscovery goals
I Reduce costs (storage, management, legal)
I Improve information handling within an organization

Reduce contenté
I Ensure that retention policies are being applied
I Run disposition or deletion consistently

When retention is implemented and disposition is
managed consistently, they lower discovery costs
and improve all aspects of information management
within an organization
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Helping Hundreds of Companies Manage Content Under Compliance

Implement a solution that addresses your
specific and unigue requirements

i Documentumds modul ar approach
management allows you to implement only what you
need, with the ability to scale up and extend out as you
grow

Good governance of corporate information
begins with retention and disposition

I The large majority of organizations do not require a full
formal solution, but rather require a solution that
attaches a nlifecycleo to

Mitigate risk and cost associated with
compliance and litigation

I Lower IT and eDiscovery costs, and mitigate costs
aligned with non-compliance, data loss, and security
breach



Retention Policy Services Overview
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Key Points

Helps organizations comply with legal
and regulatory requirements

I Apply and enforce retention and disposition
policies automatically

I Deploys quickly to begin working
immediately

I Alleviates compliance burden on end users
I Provides auto-delete capabilities

I Provides cost savings for storage,
compliance, and eDiscovery

Built on the Documentum Platform

I Integrates with Documentum content
management applications

I Applies to legacy Documentum content

I Enforces retention policies on external
content
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Retention
Policy
Services

ARecords
AHolds

AAudit trails
ANotifications
Alnheritance

Records Extends
Manager Out to

SharePoint

EMC Centera

SourceOne

AFile plan AFile plan
ASecurity ASecurity
AUser declare | AUser declare
AShredding AShredding

APaper (basic) | APaper (basic)

ARecords ARecords
AHolds AHolds
AAudit trails AAudit trails
ANotifications | ANotifications
Alnheritance Alnheritance




{3 2
Getting Started *Gimmal EMC

where information lives®

© Copyright 2009 EMC Corporation. All rights reserved.




Challenge of Balance

el
Gimmal

How to develop a common retention
Implementation that meets all needs

1. Scales AND is repeatable AND cost
effective (IT)

Meets jurisdictional requirements (Legal)

Leverages a detailed file plan that treats
content appropriately (Records)
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Questions to Ask
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What are the project goals? / What are
you trying to do or achieve?

Who has ownership? / Who provides
the funding?

Who are the constituents? / Who is
affected by this project?
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Who Needs to be Involved Gimmal WhEM(,:

The Usual Suspects

IT Team

Records managers i do they
exist? Do you know who they
are?

Business People

Legal / compliance / regulatory 1
who is this in your organization?

Other Potential Participants

End users

Other affected business units
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Risk-adjusted Approach to Starting

el
Gimmal

EMC

where information lives®

How to decide what to start with:

Dondt attempt every
|l s there an event .

Who is funding? What do they want to
accomplish and when?

Is it a certain set of records OR
I Is it aline of business need OR

I Is it something that can be isolated and can be c
end-to-end

Document the lessons learned from the pre

Scale across the organization from there
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EMC Perspective o%imma/ EMC

where information lives®

Recommend a big bucket approach

I File plan for each group or file shares for
each line item are expensive and difficult
to manage

Recommend a cross-functional
approach
I How do content types roll up
A Financial
A Legal
A Facilities
A Etc.
Recommend you manage at the
classification level rather than in the
details
I Work to get disposition in a timely manner
I Makes Discovery easier
I Take out the garbage ASAP

© Copyright 2009 EMC Corporation. All rights reserved. ————— "



Case Study: Fortune 500 Energy ol 2
Company Gimmal JEMG.

Problem/Goals

I Improve on the management of records for compliance
I Improve on eDiscovery costs
I Improve on business process efficiency
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Case Study: Fortune 500 Energy ol 2
Company Gimmal JEMG.

Challenge

Automate the identification and classification of records
Establish a compliance framework for the entire organization
Bridge the gap between records, compliance, legal and IT

Roll out an enterprise corporate records repository, starting with the
Environmental business unit

Update existing out of date retention schedules
Improve tagging, organization and retention of all content

Automate code of conduct security (rules of conduct to prevent
market manipulation)

Leverage compliance technology to promote business efficiency as
well as compliance

Work within budget and time constraints
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Case Study: Fortune 500 Energy e,
Company Gimmal whEMC

Solution Overview

I Created a simple Semantic Model of the documents and
records created in the course of business (e.g., Lists of
data, relationships, usageeéeé

I Published the model into Documentum RPS
I Automated the identification and classification of records

© Copyright 2009 EMC Corporation. All rights reserved. 15



Case Study: Fortune 500 Energy ol 2
Company Gimmal JEMG.

Results/ROI

I Improvement on Environmental groups ability to manage
electronic records for regulatory compliance

I Improved efficiency for permitting and other business
process activities around environmental compliance

I Improved eDiscovery request processing
I Developed compliance framework for rest of enterprise
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Case Study: Fortune 500 Energy e,
Company Gimmal whEMC

Accomplishments

I Worked with subject matter experts from IT,
Records/Compliance and Business Units

I Followed a methodology to develop a semantic model of
the documents and records created in the course of
business

I Published this model into Documentum RPS and used it
to automate the classification of records

I Developed a repeatable compliance framework for the
Environmental to be used across all other business units.
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Case Study: Fortune 500 Energy ol 2
Company Gimmal JEMG.

Envwonmental Business Unit

- Provide all the permitting and compliance reporting, responding,
remediation, etc.. for all environmental issues and regulations

Have hundreds of facilities across multiple States in the US

Deal with all aspects of the environment, including air, water, oil,
wast e, bi o/ chemical |, hazar dous

Have approximately 120 users at HQ with many more distributed
across multiple sites and facilities

Main focus is on permitting for Federal, State and Local
Regulated by FERC, NRC, EPA and many other regulatory entities
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Case Study: Fortune 500 Energy o5 2
Company “ Gimmal wthlYI(.:

Semantic Modeling Made Simple for ECRM

Step 1: Metadata Step 2: Relationships Step 3: Validation Step 4: Configuration
L
Z
e Determine Metadata Determine Metadata Vahdz_ite M_etada!ta Confirm Taxonomy
o . . Relationships with X )
F= and Use Cases Relationships and Configuration
© Use Cases
a
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§ Determine Metadata Determine Metadata Valld?te M:etada‘ta Confirm Taxonomy
B . . Relationships with X .
= and Use Cases Relationships and Configuration
a Use Cases
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Case Study: Fortune 500 Energy
Company

53

Gimmal

EMC

where information lives®

Initial Retention Schedule i Considered up to date at the start of project

Departmental Legal Retention
Type Record Description Retention” Period Comments Legal References

Air Permits, permit applications, permit Life of Facility Active parmit and « 40 CFR 70.6 (a)(3)(ii)(B) (T5)
determinations, Maximum Achievable Control application for « 40 CFR72.9 (f) (AR)
Technology (MACT) determinations, regulatary minimum of Syears |« 40 CFR 26.6 (&) (NOx)
autharizations (Title V, Construction, Acid Rain, or life of permit e 40 CFR 8310 (k)(3) (MACT)
MOx Budget, Standby Emission Reduction) and « 40 CFR 51.165 - 166 (NSR/PSD)
supporting documentation and correspondence
(e.g., Permit Hearing Requast)

Air Ambient monitoring Life of Facility Permit s Pearmit

Air Initial compliance (e.g., performance, stack) Life of Facility Parmit  Permit, 40 CFR 80
testing data

Air CAA Section| 114 Request Life of Facility M/A # CAA Section 114

Air Compliance reports, monitoring, inspection, 10 5 years/3 years e 40 CFR 70.6 (a)(3)(ii)(B) (T5)
and naotification records for air permits, Title IV (CEMS) s 40 CFR 51.165 -.166 (NSR/PSD)
CEMS records « 40 CFR 72.9 (f) (AR)

e 40 CFR 96.6 (g) (NOx)
e 40 CFR 7557

Air Risk Management Plans and suppaorting 10 5 years « 40 CFR 68.200
records, correspondence

Air Climate change (CO2 Program compliance 10 3 years/10 years 310 CMR 7.29(7)(d)

documents, RGGI compliance documents)
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40 CFR 75.73(a)
30 CMR 7.70(8)(h) (&)
RI ACFP Req 46.10({c)(23)
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