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A Brief History of Records Management

The practice of @cords management has been around since Egyptians first applied dyed gum and
beeswax to papyrus.  For centuries, the fundamentals of records management were the.sam
Someone documesed a transaction on some sort of physical material. If the document needed to be
maintained because it was historically significant or had evidentiary importance, someond 8tere
document for a set amount of time or, possibtiecided to keep it indefinitely. These physical records
were typically stored in a secure facility and managed through their lifecycle.

The dawn of the Age of Electronically Stored Information changed everything. Now the vast majority of
R2 OdzySy (i a4 digithlBandYhar® M@l o through their entire lifecyatecreation, distribution,
utilization, retention, storage, retrieval, preservation, and final disposigavithout ever being printed

or otherwise output to some physical media.

As early as 198Kdftware companies began creatirdpcument imaging andocument management
applications that allowed information workers to create, manage and distribute electronic documents
throughout their organization. At about the same time, a number of companies erteatcords
management applications that enabled organizations to capture documents createtbcament
management applications and manage them from a centralized management framework pursuant to
businesslegal, and regulatory requirements

Over time, thecreators of thedocument management applications realidehey could notmanage
documents across the enterprisdthout includingrecordsmanagement functionality. Soon the largest
documentmanagement application vendors were buying the smaksordsmanagement applications
vendors and integrating their records management features ihéocore product code.

A few standalonerecordsmanagement solutions still exist in the market place today, but as time goes
on, it is anticipated that these applicatiomsll continue todeclinein number either through acquisition
or obsolescence.

Microsoft Document Management

In 2001, Microsoft entered thelocument management market with the release of SharePoint Team
Services (STS). STS provided limited document reargar functionality, as well as some collaboration
and portal features, but no records management functionality. Due to these limitations, STS was
generally not well received.

In 2003, Microsoft released a new version of Office (Office 2003) with andgxjreersion of STS which

it renamed Windows SharePoint Services (WSS). Due to market demands at the time, the upgrades to
WSS were focused primarily on the portal features of SharePoint and less on document management.
Recordsmanagement was still not allessed in WSS, though margcordsmanagement application
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vendors offered integrations that allowed organizations to use WSS as aefndntiser interface and
1SLI GKS @OSYyR2NRa NBO2NRAa NBLRaAG2NER G2 ad2NB | yR

The very pblic document and records management scandals involving companies like Enron and Arthur
Anderen resulted in the Sarbanedxley Act and convinced Microsoft to once again refocus
{KIENBt2Ay0Qa FdzyOQUuA2yltAde G261 NR oM sii bada & R2 O
records management functionality as well.

In 2007, Microsoft released Office 2007 with two new versions of SharePoint, Windows SharePoint
Server 3.0 (WSS 3.0) and Microsoft Office SharePoint Server (MOSS) 2007.

WSS 3.0 is a free versiof SharePoint. It provides limited document management, collaboration and
portal functionality and should be perfectly suitable for small organizations thatadmeed to build
large, enterprisewide applications. WSS 3.0 does not provide-aftthe-box records management
functionality.

MOSS 2007 isnaupgradedcomponent of Office 2007. MOSS 2007 provides many more Enterprise
Content Managemen(ECM)features than WSS 3.0 and is a more scalable. MOSS 2007 is also the first
version of SharePoint todlude outof-the-boxrecordsmanagement functionality.

What is SharePoint?

At its core, SharePoint is a wbbsed portal providing enterprise collaboration and document
management functionality. To be clear, SharePoint is not so much an applicatios apiatform. End

users can use the tools provided in SharePoint to customize shared workspaces and documents, as well
as develop specialized applications such as wikis and blogs.

SharePoint functionality is exposed through web parts, which are an ateyset of ASP .NET controls
GKIFIG 1tft2¢ SYR dziSNE (G2 Y2RAFE {KIFEINBt2AyiQa 6So6 LI
created to modify the content, appearance and behavior of SharePoint web pages.

SharePoint and Records Management

Until recently,any organization using SharePoint for document management was required to use a
third-party records management application integration to manage their records. Using these third
party integrations, organizations are able to create documents in Sharefaininake them widely
available for other userfor collaboraton.

At any point in the lifecycle of these documeritse users are able to declare them records. Typically,

this is done one of two waysthe end usecanmanually declare the document a i&d by rightclicking

on it and selecting an option to send it to the thipdrty records repository. Or the record declaration

Gr1Sa LXIFIOS Fa LINL 2F |y ldzi2YFTGSR LINRPOS&aa FyR A
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With the release of MOS®07, SharePoint now provides eaft:the-box records management
functionality that includes a template for creating a unique records repository site called the Records

Center.

MOSS 2007 Records Center

The MOSS 2007 Records Center template provides sadiraentary records management functionality
that allows organizations to manage documentsdefiicial NS O 2 NR defaindil 21 aczddaridé with
'y 2NBFYAT I GA 2. yWhan indtBlédSthe(Recdrys Cedef beddres the central point for all

records management processes.

The Records Center includes the following records management features:

Content Typeg Content Types are a new feature added to MOSS 2007. They are predefined document

templates that provide the end user with the appropriate medsal for the type of document the end

user is creating.
Information Management Policies; ¢ K S

Administrator with the ability to create policies that can be applied to records storage locations or
content types. These policies can be set to enforce labeling and auditing of records, as well as records

wSO2NRa [/ Sy i{dSNJ
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disposition.
/= Edit Policy - Windows Internet Explorer g 10 x|
m— =
@ =" I 2 Iﬁ_ http:,f,fdemo,f_layouts,fpolicyconfig.aspx?List=°fo7b3cdtl7027-71aa-4879-b495_'_] ¥+ | X I! ive Search R~
= ~ . »
W 4 @cEdit Policy 1 I %~ B - o= + :»Page v (G} Tools ~
= =
Auditing IV Enable Auditing
Specify the events that should be
audited for documents and items
subject to this policy. )
Specify the events to audit:
Opening or downloading documents, viewing items in lists, or
viewing item properties
[T Editing items
[T Checking out or checking in items
[T Moving or copying items to another location in the site
[T Deleting or restoring items
Expirati
Ppration IV Enable Expiration
Schedule content disposition by
specifying its retention period and the The retention period is:
action to take when it reaches its PR SRy
expiration date, Ly =
I vI + I days
% set programmatically {for example, by a workflow) | )
@ Set by a custom retention formula installed on this server:
| CustomExpirationFermula |
When the item expires:
(% perform this action:
| Delete ~|
" Start this workflow: Ll
Done I_ [_ f_ [_ I_ [_ [%3 Local intranet [H100% ~ 4
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Settings Information Policy in MOSS 2007 Records Center for Auditing and Expiration
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Records Routing Becausdraining end users t@ropeily classifyrecords can be difficult, the Records
/| SYGSNI Oy 068 O2yFA3IdzZNBR (2 OflFaairfe NBO2NR&E& | dzi2
SEFYLX ST g2dd R I tt26 |y SyR dzaSNJ 42 aSyR | R2OdzYys
GKOORdzy Ay3IQ NBO2NR&a fAONINE Ay GKS wSO2NRa&a [/ Sy i
Center libraries and folders.

/= Record Routing - New Item - Windows Internet Explorer

=1o1x]
@? y > |g http:IIdemo)’Lists!Record%ZURouting,fNewForm.aspx?RootFoIder=°/oZFLists"foZFRecorL] 9 X Iuve Search R~
Wk (€ Record Routing - New Item I | - - pm v > Page v (O Tools ~ 2
fiﬁ Litware Repository ]This Folder: Record Routing ;I\ ‘P‘
Home | Gite Achion:
Litware Repository > Record Routing > New Item
Record Routing: New Item
oK Cancel

Lﬂ] Attach File | vs;:elling... * indicates a required field

Title *

|Financial Statement

Description

This Record Routing item will direct all Financial Statements ;]
records to the Accounting Library in the Records Center.

H
Location * JAccounting
The title of the library where records matching this record routing
item should be stored. Libraries used to store submitted records
cannot be deleted.
Aliases .‘J
H
A'/" delimited list of alternative names that represent this record
routing entry.
Default r :]
Done [ [ [ [ [ [NJtocalintranet H100% v g

Creating aRecord Routing Table Entry
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Litigation Holdsg !  WK2f RQ 2y Ideshistior?ixRticed dnd pdgdR&s mscessary to
comply with preservation obligations related to actual or reasonably anticipated litigation,
governmental investigatignor audit. (It should be noted that holds only suspend the expiration of
records in the records repository; they do naepent someone from deleting recordsanually)

The MOSS 2007 Records Center provides a Hold feature that allows for the creation of a Hold item and
the application of that Hold item on any record in the repository.

/= Holds - New Item - Windows Internet Explorer i =] 7]
@—\:} b7 |g http:I,fdemofListsfHoIdsINewForm.aspx?RootFoIder=%2FLists%2FHoIds&Source=http‘_'_| jf’l ‘ i ILr-.-e Search [ 8 ::\
09 4R @ Holds - New Ttem
m’ Litware Repository |This Folder: Holds Ba| [Pl
Home h | ™ Site Actions
Litware Repository > Holds > New Item
Holds: New Item
OK Cancel
[ Attach File | ‘7 Spelling... * indicates a required field
Title * |Discovery Order 7654
Description [This hold will be applied to all records pertaining to the Case ..‘_I
#123 under Discovery Order 7654 per the General Council's
Office.
=
Managed By !E:ian Cox ] a/ ()
Done [ [ [ [ [N3tocalintranet H100% v

Creating a Hold in the MOSS 2007 RefsoCenter
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TheRecords Center providem excellent set of core records management features, but the standard
MOSS 2007 Records Center does not have the records management features that a true enterprise
solution would require. Some of the functionalityssing includes:

o A multilevel, hierarchical file plan

e Metadata propagation

e Eventbased retention scheduling

e Vitalrecordsreview processing

¢ Record relationships

e Transfer disposition

e Multiphase disposition processing

e Electronically stored records destriam processing
e Comprehensive email records management

There are a few other omissions in the MOSS 2007 Records Center feature set that limit its records
management functionality. However, for a small to fl@del organization looking to manage a limited
set of documents as records,ptovidesan acceptable solution.

The DoD 5015.2 Records Management Application Standard

During the earf9pn Q& + ydzYoSNJ 2F DdzEf F 21 NJ 9SGiSNIrya RS@St 2
Gulf War SyndromgGWS) This mysdrious illness baffled military doctors. Several physicians
investigating the illness suggested to the US military that it might help if the military examine the
electronically stored recordef GWSsufferers to determine if there were any unique commatias

between the locations and duties assigned to the patients as they served in theUwfrtunately,

when the militarysearchedf 2 NJ 6 KS LI 6ASyiaQ NBO2NRazx (GKSe& ¢gSNB d
suffering from GWS and the few records thag éind were in such disarray that they were virtually

unusable.

This experience taught the US military that it had an urgent need for a way to benchmark its
electronically stored records management applications. As a resulDdie5015.4 ¢ 5 W5 S & A 3y / NA
{O0FYRIFENR FT2NJ 9t SOGNRYAO wHD3I0MFRhwas dregtedd Beysory Liof theLJLI A O
Standard was released in late 1997 and was quiekbjorsed by the National Archives and Records
Administration for use in civilian agencies. Within a short period of time, -gowernment U.S.
organizations began to rely on the DoD 5015.2 Standard when evaluggguyds management
applications They were soon followed by ned.S. government and commercial organizations. By the

March 2000 release of Version 2 of ts@ndard, it had become the de facto global standard for

electronic records management applicat®n

To be clear, the DoD 5015.2 isuactionalstandard. (This distinguishes it from t#&0O 15489which is

the international standard for records management practices, and psoaessstandard.) The DoD
5015.2 is a comprehensive set of functional records management requirements that must be included in
an application in order to pass certification.
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http://jitc.fhu.disa.mil/recmgt/
http://jitc.fhu.disa.mil/recmgt/
http://www.archives.gov/records-mgmt/policy/joint-interoperability-letter.html
http://www.archives.gov/records-mgmt/policy/joint-interoperability-letter.html
http://www.archives.gov/records-mgmt/policy/joint-interoperability-letter.html
http://www.iso.org/iso/catalogue_detail?csnumber=31908

The DoDJoint Interoperability Test CommandTC) administers all DoD 5015.2 certificatiesting. The
testing procedure ensures that the application software is able to perform all the functional
requirements listed in the Standard. The current version of the Standaw® $015.25STD ¥rsion 3

has about 250 unique functional requirements. During testing, compliance to each of these
requirements is demonstrated. Failure to comply with even one of the requirements in dmele3tl
results in complete failure and denial of certification.

It should be noted that a DoD 5015.2 certified records management application can still be implemented
in @ manner that is not compliant with theandard. An example of this occurs when th@anization
implements the application to manage their records, but maintains their records in a repository
different from the one used in testing.

The DoD 5015.2 Resource Kit for SharePoint Server 2007

As mentioned earlier, Microsoft has made a stratedgcision to position SharePoint as an acceptable
Enterprise Content ManagemeECM)solution. And since any true ECM solution requires a records
management component, they added somexzords managemenrfunctionality to MOSS 2007 with the
Records Center.

The records management features in the Records Center offer enough functionality to manage small
records repositories. For true enterpriggéde records management, Microsoft realized that the Records
Center would require far more RM functionality thdinprovided outof-the-box. So in late 2006
Microsoft teamed with a partner company and created enhancements to the Records Center that added
functionality that met all the requirements of the DoD 5015.2 standard.

In May 2007, the enhanced MOSS 2007 Ri@enter was tested by JITC amdirded certification In
February 2008, Microsoft released the enhanced Records Center d3aibhe5015.2 Resource Kit for
SharePoint Server 2007

TheDoD 5015.2 Resource Kit can be downloaded fromMiezosoft Download CentefThe Resource
Kit is only provided for evaluation purposes. Once the Resourceekdluated, Microsoft recommends
engaging a qualified partner to eWwith implementation.

Records Management Features of the DoD 5015.2 Resource Kit for MOSS

2007

The DoD 5015.2 Resource Kit provides MOSS 2007 with much more comprehensive records
management functionality than the features included in the standard Rec@enter. Some of the
additional features in the Resource Kit include the following:

File Plan Creatiogq The DoD 5015.2 Resource Kit enaldgstemadministratos to create a file plan
structure within the Records Center. The file plan consists of tti@ary level, called Categories, and
the secondary level, called Folders. This file plan structure mirrors the one used in the DoD 5015.2 Test

[10]


http://jitc.fhu.disa.mil/
http://www.dtic.mil/whs/directives/corres/html/501502std.htm
http://www.microsoft.com/presspass/press/2007/may07/05-29SharePointDoDPR.mspx
http://blogs.msdn.com/sharepoint/archive/2008/02/09/announcing-the-dod-5015-2-resource-kit-for-sharepoint-server-2007.aspx
http://blogs.msdn.com/sharepoint/archive/2008/02/09/announcing-the-dod-5015-2-resource-kit-for-sharepoint-server-2007.aspx
http://blogs.msdn.com/sharepoint/archive/2008/02/09/announcing-the-dod-5015-2-resource-kit-for-sharepoint-server-2007.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=5D0681E7-DA18-4A9F-84A0-660934F27B80&displaylang=en

Procedures. Records can be declared at both the category and folder levels. The retention applied to
the recods is inherited from the parent category.

/~ File Plan Builder - Record Categories - 01-13 - Financial Statements - Windows Internet Ex o (=] 3
6—\:; v |g http:/fdemofLists/Record%20Category/EditForm. aspx?ID=14&Source=http% 3% 2F % 2F ;l [ €9 X | ILwe Search Ll
® -~ »

W ok (& File Plan Builder - Record Categories - 01-13 - Financi... | | @ 53 E é,!.'ﬁ - Q}'_P_age v () Tools ~
Homen| |~ Site Actions = [

Litware Repository > File Plan Builder - Record Categories > 01-13 - Financial Statements > Edit Item

File Plan Builder - Record Categories: 01-13 - Financial

Statements

ok | cancel |
i, {ﬂ] Attach File | )( Delete Item | 7Spelling... * indicates a required ﬁeldr‘
Record Category Name * |Financial Statements

Record Category Identifier * |01_13

A unique, generally numeric, identifier for the category.

Record Category Description *  [gF3ncial Statements

An extended description of the category.

Disposition Instructions Cutoff + 6 Years, Dedl

Destroy When Super:
Hold 10 Years After C
Hold 2 Years After C Add > I
Hold 2 Years After Cu

Hold 25 Years After C |

< Remove

Cutoff + 3 Years, Desj
Hold 5 Years After Cu
Hold 6 Months After C»

o
4 l l » 4 I l » l
Determine the expiration policy for this category by assembling an
ordered list of Disposition Instructions. To create or modify individual
disposition instructions, visit the Disposition Instructions list.

Disposition Authority * IRecords Management Policy 123 .'_I

Done T{— [ [ [ [ [N3tocalintranet | % 100% ~ 4

MOSS 200D0oD5015.2 Resource Kit Category Metadagéart 1
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MOSS 200D0oD5015.2 Resource Kit Category Metadat®art2

Metadata Propagation Metadata values assigned to the categories and folders in thB B015.2

Resource Kit file plan can be inherited by the records they contain. For instance, one of the metadata
LINPLISNIASa |aaA3dySR (G2 NBO2NRa Ay GKS NBLIRZaAG2NE
allows the solution to identify whe the record is classified within records reports and records search

result lists.
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