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Credentials and Collaboration

1 Presenters

B Susan Cisco
B Lori Ashley

1 History of our collaboration
1 Our continuous learning




RM - More Important Than Ever

1 Compliance with stringent regulatory
mandates

B Retention, access, and storage
B Information privacy and security

1 Risk mitigation
B Protect intellectual property rights
B Ensure business continuity

B Timely production of records for litigation
B Lower cost of audits
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Dynamic Recordkeeping Environment

} Routine as well as major software upgrades

B Microsoft Office SharePoint Server (MOSS) 0 organizations will
inherit enterprise content and records management functionality
at no cost

1 Search capabilities and user expectations
for access are on the rise

1 ESI0 location, accessibility, and content
1 Apply and release legal holds
} Auto - categorization
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Requirements Broad and Changing

1 Enterprise RM concerned with:

B Information as evidence within the context of business activities and
transactions

B Integrity, authenticity, usability, and preservation

r There are other ©0 rul esbo
lifecycle of information objects and systems

B Access and security
B Storage and preservation
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General Characteristics of Retention Rules

1 Time - based/chronological
1 Event- based/conditional

B 30- 50% of retention periods in most schedules

1 Triggers

B Date of creation
B Date closed
B Date terminated

1 Information lifecycles/states

;1 Legal, regulatory, operational, and historical
value

} Changing value over time (vital, active to
Inactive)

DELETED




Enterprise Records Management
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} Requires unified strategy

B Classification scheme: common taxonomy to organize, describe,
and link business records

B Metadata for standardized indexing

B Retention and disposition rules: single set of retention policies for
all physical and electronic records, including emalil
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Types of Retention Schedules

1 Departmental Model

B Many common and some unique series

B Duplication between departments can lead to thousands of records
series/categories

v Functional/Process Model

B Broader classification, fewer record series/categories

B Represents core business function or process regardless of
ownership

B Endorsed by ISO 15489 Standard
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2007 Cohasset/ARMA/AIIM Survey

1 How many different record series does your
current retention schedule have?

26% 10071 250

27% 25071 1,000

10% 1,000 3,000




Big Bucket Approach

rRecord Obucket sd

B Same or similar business processes
B Same or similar legal and regulatory requirements
B Maintained for the same amount of time

rFewer / bigger obucketsbo

B Simplifies retention choices for users and system administrators
B May improve ability to accurately and consistently retain records

B Addresses risks related to  keeping records too long or not long
enough
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Business Drivers behind Flexible Scheduling

v US National Archives and Records Administration
(NARA) was early promoter
BAdvanced oObigger bucketd approach t
records appraisal processes

B Granular retention schedules required too much effort in
inventorying and scheduling routine records

B Record series related to the same or similar business process and
supported by the same or similar legal and business requirements
may be aggregated into bigger buckets
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2007 Cohasset/ARMA/AIIM Survey

1 Given the growing capabilities to search vast
volumes of electronic records, do you believe the
obi g bucket approachod 1 s the
challenge of classifying large daily volumes of
electronic records?

48% Agree

16%0 Strongly Agree

6% Strongly Disagree

31% Disagree
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What is Reasonable?

1 Per Don S kRegoreskReténson Procedures |, a
functional retention schedule for even a large
organization will contain less than 100 record series
d many will contain between 50 and 70 record series

1+ Cargill, Inc. with 150,000 employees in 60+
countries 0 reduced retention schedule to 120 record
Serles (Ashley and Cisco, p9)

} Cohasset/ARMA/AIIM Survey 2007 0 26% have 100 -
250 record series or 31% have fewer than100 record

series
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Don’t Be Confused by ILM

1 Information Lifecycle Management (ILM)
Systems:

B Optimize data storage and access by storing it on the most cost -
effective media

B Use huge buckets, e.g., one bucket each for 1 year, 3 years, 5 years,
10 years, 25 years, and indefinite

B Do not effectively address event - driven / conditional retention
periods

B Not granular enough to adequately address federal and state
retention requirements




How to Apply Big Bucket Approach

1 When streamlining an  existing retention
schedule

B Update legal and business requirements

B Consolidate record series into  bigger buckets
1 Involve user community

1 Consider record volumes, especially with physical records

B Provide crosswalks to legacy records classification

1 Remember that destruction should proceed under the schedule
and laws existing at the time records are destroyed
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Example

1 Current Schedule (6 record series)

1. Cost Accounting AC10* 6 years
2. General Accounting AC10 6 years
3. Intercompany Accounting AC10 6 years
4. Production Accounting AC10 6 years
5. Retail Accounting AC10 6 years
6. Revenue Accounting AC10 6 years

} New Schedule (1 record retention bucket)

1. General Accounting AC10 6 years
Includes cost, intercompany, production, retail, and revenue
accounting

*

AC10 is a legal group containing laws & regulations related to the same or similar
business process to which the |l ongest retention




Everything should be made as simple
as possible, but not simpler.

Albert Einstein




What is Your Recordkeeping Environment?

ERP

Home grown

Document management

Records management

Web content management

Image management

Message archiving

File shares and collaborative spaces
Ad hoc and personal collections
The Ounapprai sed?o
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Flexible scheduling

1 Definition : noun ~ A technique to apply disposition
Instructions to different types of information or
categories of records.

1 The techniqueds flexibility
to assign retention periods to groups of records
other than series.

1} The concept I s described 1iIn
Directions:. Flexible Scheduling (January 2004).
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Big buckets

1 Definition: noun~ The application of appraisal
criteria to related groups of information, usually
based on function, to establish a uniform retention
period.

+ The big bucket approach deemphasizes the
importance of series.

} The concept of Dbig buckets I
Strategic Directions. Flexible Scheaduling (January
2004).




Scheduling and Appraisal Process Implications

1 Any level of aggregation

} Encourages aggregation for disposable (temporary)
program (mission - related) records at as high a
level of aggregation as possible

1 Cuts across organizational units
1+ Flexibility in defining record groupings
1 Same minimal length of retention applied
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Demand for Rational Retention Rules

More focus than ever on our retention schedules
Readability and usability

Flexible yet stable

Function - based approach

Records management discipline and controls
Requires governance and accountability

) md pd Nmpd Nmpd Nmd




Stakeholders in Consistent Retention Policy

Legal/Compliance

Information Technology

Records Management

Lines of Business

Partners

Suppliers

Customers, members, citizens, etc.
Employees

) et md md mpd mpd mpd




Big Buckets: IT Perspective

Avallability of reasonable requirements

Project timelines

Technical interdependencies

Data migration and conversion

Storage and retrieval

Documented business cycles and event triggers

}
}
}
}
}
}




Big Bucket : IT Opportunities

Anticipates periodic software upgrades
Simplifies retention options and communications
Supports conversion and migration planning

Proactive requirements and capabilities
collaboration

} Compliance to retention policy
} Repositories within systems
1 Streamlined user experience

) Nmd Nmd
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Big Buckets: Legal/Compliance Perspective

} Clearly stated policy
1 Consistent application of policy

1 Abllity to apply retention holds, regardless of
repository or format

} Competent witnesses to explain how, what and
where of electronically stored information and
supporting business processes

1 Incorporate risk management assessment into
recordkeeping practices
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Big Buckets: Legal/Compliance Opportunities

}
}
}
}
}

Proactive dialogue among stakeholders
Documents and integrates risk benefits analysis
Simplifies retention options

Media neutrality

Chance to reinforce accountabilities for creating
and protecting complete and accurate records

Establish routine retention review and audit cycles




GAO as ‘Big Bucket’ Poster Child

Clear mission

Governance and accountabllity structures

Small, focused and committed workforce

RMA wired to the desktop

Project - based work

RM and | T staff that wor k O

Primary buckets

B Policy, Publications and Special Collections 0 permanent retention
B Mission 9 5 year retention

B Administrative 0 7 year retention

v 33 subBuckets

—— md d Nmpd mpd Nmpd N
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Infrastructure Implications

v Classification built into the user interface

1 Users filing into folders are performing
recordkeeping tasks and complying with retention
policy

1 Metadata is both automatically AND manually
captured

1 Access and security profiles
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Example: PTO Core Buckets

Policy

Patent business area
Trademark business area
Dissemination (publications)
Administration

a A w0 D PE

1 United States Patent and Trade Office (USPTO)




Example: Crosswalks

y  Official Gazette of the USPTO: Patents —

y  Official Gazette of the USPTO: } B U C KET ]
Trademarks Dissemination

1 Indexes of Patents Issued

;  PTDL Program Newsletter and
Publications L.

y  Trademark Adversary Proceedings Index } Su b B u Cket — Ofﬁ C|a|
(historical reference) - .

}  Patent and Trademark Assignments @ USPTO PUbI|Cat|OnS
MICFOfIlm, Index and Indlces

;  Roster of Attorneys/Agents Registered
to Practice Before the USPTO

;  Copies of materials for sale

Permanent

Retention

Current Series Title Bucket & subBucket




Example - Bucket Contents




Streamlined retention schedule maintenance enhances
sustainability and compliance

Retention rules are easier to understand and apply for
users and system administrators alike

Mitigates risk by addressing it proactively
Improves consistent application of retention policy




